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1 Introduction

Scope

The purpose of this document is to provide an overview of the BlulD Mobile Identities validation process.

Prior to beginning development, it is highly recommended to review the validation documents so that you
understand the process and the requirements.

In addition, the validation documents provide insight into best practices to develop a user-friendly and full
featured BlulD Mobile Identities application.
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2 BlulD Mobile Identities SDK Integration

Step

Notes

Complete Training

Prior to beginning the validation process, complete the BluB@X Training and review the validation
process.

Review Validation Documents
- BlulD SDK Integration Validation Questions — Android
- BlulD SDK Integration Validation Questions —iOS

- BlulD SDK Requirements and Developer Test Plan
Note: These documents are contained within the SDK zip file on the BluB@X Developer Community under
downloads

Plan Validation into the Release Schedule

It is recommended to ensure that you have two weeks built into your release schedule for SDK validations. Note, that if
there are any failed mandatory requirements, this process can take longer than two weeks to complete.

Plan Scope of First Delivery

e  The scope of the validation that is performed by Partner Services of your BluB@X integration is to ensure the
application meets the mandatory requirements and provides a quality mobile access experience. BluB@X
Partner Services will perform high level sanity testing of your custom application. It is highly recommended that
integrators perform extensive testing of their app in their environment prior to beginning the validation process.

. It is highly recommended that the first release of your BluB@X Mobile Identities application be a pilot with a
target group of users to ensure the app works as expected in your environment.
Integrate and Complete Mandatory Requirements

BlulD SDK Developer Test Plan document provides a summary of the Mandatory Requirements for SDK
integrations. It is highly recommended to review these requirements prior to development.

Note: Best Practice requirements are considered optional; however, implementing them in your custom application will
provide a more full-featured, user-friendly, and easier to administer solution.

Submit Completed Validation Document

Once your integration with the SDK is completed, submit the filled validation questions and developer test plan
documents to XXXXXXXXX

Validation by BluB@X for SDK

When you submit the questionnaire, please provide us with access to your application for us to test. This can be done
over TestFlight, HockeyApp, as an APK or other app distribution method.

o Important: Please ensure that we have all instructions to install and deploy the app to the phone to ensure
there are no delays with the validation.

e Important: We will test your application against our Readers with MOB0001 and MOB0022. We must be able
to issue an invitation code to your app from our Production HID Mobile Identities platform.

e If you have a manual entry field for an Invitation Code, then we will enter an invitation code from a
Partner Services Organization

. If you do not allow the user to manually enter an invitation code, then you must be able to setup a
test account within your application that utilizes a production Mobile ID with either MOB0001 or
MOBO0022. Please provide instructions on how to logon to your app or any other important
information so we can test.
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Step Notes

8. Partner Services Testing for SDK

. Once the validation documents and the custom SDK application are received, Partner Services will test the
application based on the test cases defined in the validation document.

Note: Please allow up to two weeks for testing your custom application.

9. Resolve Mandatory Requirements

. If any mandatory requirements are found to not have been met during Partner Services testing, Partner
Services will provide a summary report to the integrator of the requirements that have not been met and must
be resolved prior to being validated.

. Once mandatory requirements have been resolved, it can take up to two weeks to re-test your application and
provide validation approval.

10. Receive Validation Email
Upon successful validation, the Partner will receive a formal email notification indicating that their validation was
successful.

e  Approval indicates that the Partner is approved by BIluB@X to release their application to end
users.

Important: Once a custom application has been validated, subsequent updates of

the application in SDK, do not require additional validation by BluB@X Partner Services.
Partners may make updates as they see fit; however, Partner Services reserves

the right if there is a major platform change to BlulD Mobile Identities to require a re-
validation covering the platform changes.
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3 Trademarks

BluB@X logo is the trademark or registered trademark of BluBOX Security Inc, or its licensors, in the U.S. and
other countries.

The absence of a mark, product, service name or logo from this list does not constitute a waiver of the BluBOX
trademark or other intellectual property rights concerning that name or logo. The names of actual companies,
trademarks, trade names, service marks, images and/or products mentioned herein are the trademarks of their
respective owners. Any rights not expressly granted herein are reserved.
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